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1 March 1988

~Mr. Roy K. Jonkers ' o _
President, National Military -
Intelligence Association
Pentagon Station, P.0. Box 46583
Washington, D.C. 20050-6583

Dear Mr. Jonkers:

I spoke with you on.behalf of our Deputy Director, Robert M. Gates, after
. receiving your letter of 16 December 1987 inviting him to submit an article
for the Spring '88 issue of the American Intelligence Journal. At that time
I confirmed that Mr. Gates would write an article on the subject of
intelligence “leaks." You welcomed his article and indicated that the
deadline for submission had been changed to the end of February.

Enclosed is the article by Mr. Gates entitled “Unauthorized Disclosures:
Risks, Costs and Responsibilities.” I have also included a copy of his
official biography for information you may use in identifying him as the
author.

If I can be of further assistance, please let me know. Best wishes for a
successful Spring '88 issue.

Sincerely,

STAT

Deputy Director, Publiic ATTairs

Attachments:
As stated
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IN RECENT YEARS U S. FOREIGN POLICY HAS BEEN UNDERCUT AND

THE ABILITY OF AMERICAN INTELLIGENCE TO HELP PROTECT THE
SECURITY OF THE NATION AGAINST OUR ADVERSARIES HAS BEEN
WEAKENED BY UNAUTHORIZED DISCLOSURES OF CLASSIFIED

INFORMATION. DELIBERATE LEAKS OF INTELLIGENCE INFORMATION HAVE
JEOPAROIZED AMERICAN LIVES, HAMPERED U.S. EFFECTIVENESS IN
COMBATTING TERRORISM AND IN REACHING AGREEMENT WITH THE SOVIETS
ON ARMS REDUCTIONS, AND HAVE REQUIRED THE EXPENDITURE OF
BILLIONS OF DOLLARS'IN ORDER TO REVAMP OR REPLACE SOPHISTICATED
TECHNICAL COLLECTIONS SYSTEMS WHICH HAVE BEEN COMPROMISED.
UNAUTHORIZED DISCLOSURES HAVE DAMAGED U.S. RELATIONSHIPS WITH
OTHER INTELLIGENCE SERVICES AND HAVE DISSUADED POTENTIAL AGENTS
FROM ACCEPTING THE RISKS OF WORKING ON BEHALF OF THE UNITED
STATES. MOREOVER, UNAUTHORIZED DISCLOSURES ARE AFFECTING THE
MORALE AND EFFECTIVENESS OF THOSE IN THE U.S. INTELLIGENCE
COMMUNITY.

REGRETTABLY, SOME VIEW THE INTELLIGENCE COMMUNITY'S CONCERN
AND DETERMINATION TO REDUCE THE DAMAGE CAUSED BY NEWS LEAKS AS
A THREAT TO A FREE PRESS. THIS IS NOT ONLY UNTRUE BUT MISSES
THE POINT. IT IS ONE THING FOR THE MEDIA TO REPORT
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;fAGGRESSIVELY AND- TOCOMMENT ON. A WIDE' RANGE OF FOREIGN POLICY
AviDEVELOPMENTS AND ISSUES BUT IT IS THE WANTON AND WILLFUL
--&DISCLOSURE OF INTELLIGENCE SOURCES METHODS 'AND ANALYSIS BY |
THOSE INSIDE GOVERNMENT WHO VIOLATE THEIR TRUST THAT MUST BE

STOPPED.

| THE GOVERNMENT HAS A RESPONSIBILITY TO USE THE

CLASSIFICATION SYSTEM MORE JUDICIOUSLY AND TO ENFORCE
DISCIPLINE WITHIN ITS OWN RANKS MORE VIGOROUSLY. LEAKS ARE AN

“INSIDE” PROBLEM THAT MUST BE ADDRESSED, INCLUDING WITHIN THE

INTELLIGENCE COMMUNITY. AT THE SAME TIME, HOWEVER, IT IS

IMPERATIVE THAT THE MEDIA RECOGNIZE THAT IT, TOO, HAS

RESPONSIBILITIES CONCERNING THE SECURITY OF OUR COUNTRY. THE
CONTINUED SECURITY AND FREEDOM OF THE NATION IS ESSENTIAL TO
THE EXISTENCE OF A STRONG, FREE PRESS. IT IS ESSENTIAL THAT

THE MEDIA DIFFERENTIATE BETWEEN THE SERIOUS DAMAGE TO OUR

SECURITY THROUGH THE EXPOSURE OF SENSITIVE INTELLIGENCE
CAPABILITIES AND THE MEDIA'S LEGITIMATE NEED (1) TO EXPOSE
WASTE, FRAUD AND WRONGDOING, AS WELL AS (2) TO REPORT ON
GOVERNMENT ACTIVITIES SO THAT THE AMERICAN PUBLIC CAN MAKE

INFORMED JUDGMENTS ABOUT THE CONDUCT OF THE GOVERNMENT'S
BUSINESS. ADMITTEDLY, IT OFTEN IS A DELICATE AND DIFFICULT

BALANCE TO STRIKE, BUT PAST EXPERIENCE HAS SHOWN THAT THE

INTELLIGENCE COMMUNITY AND THE PRESS CAN WORK TOGETHER WITHOUT

INFRINGING ON THE CONSTITUTIONAL RIGHTS OF THE MEDIA. THERE

HAVE BEEN A NUMBER OF INSTANCES IN WHICH THE PRESS HAS WITHHELD
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STORIES OR WRITTEN THEM IN A WAY THAT PRESERVED THE ';
CONFIDENTIALITY OF INTELLIGENCE SOURCES

PROBLEM FACED BY THE INTELLIGENCE COMMUNITY TODAY, ONE HAS ONLY
. TO UNDERSTAND THAT- THE NUMBER~OF_LEAKSVHAS“INCREASEDfBX MAJOR
"_PROPORTIONS;SINCE'1980. ;IN.EACT,IALNOST EOOMPERCENI.NORE'A’
CONFIRMED LEAKS WERE RECORDED IN 1987 THAN IN 1980. MORE TO
THE POINT, HUNDREDS OF LEAKS OF CLASSIFIED INTELLIGENCE
INFORMATION HAVE.BEEN RECORDED SINCE 1980. THESE WERE
. INTELLIGENCE LEAKS ONLY. THERE WERE UNDOUBTEDLY MANY OTHERS

DEALING WITH MILITARY OR DIPLOMATIC SECRETS. MOREOVER, THE
SITUATION SHOWS NO SIGNS OF IMPROVEMENT. |

WHILE SOME BLAME CONGRESS FOR THE PROLIFERATION OF
INTELLIGENCE LEAKS, CONGRESS' RECORD ON KEEPING SECRETS IS
ACTUALLY PRETTY GOOD. IN FACT, MOST LEAKS OF SENSITIVE
INTELLIGENCE INFORMATION ORIGINATE FROM THE EXECUTIVE BRANCH.
IN A RECENT STUDY, L PROFESSOR ELIE ABEL OF STANFORD
UNIVERSITY NOTED THAT THERE ARE FAR TOO MANY GOVERNMENT
OFFICIALS WHO BELIEVE THAT THEIR STATUS OR POSITION PERMITS
THEM TO DECLASSIFY INFORMATION BY GIVING A BACKGROUND INTERVIEW
OR OFF-THE-RECORD STATEMENT. ABEL, A PULITZER PRIZE WINNER AND
FORMER NEW'YORK_TIMES CORRESPONDENT, NOTED THAT LEAKS HAVE
“RISEN FROM A TRICKLE TO A TORRENT.” OF SOME S00 ATTRIBUTED
LEAKS WE HAVE DOCUMENTED SINCE 1979, ONLY ABOUT 25 WERE SOURCED
TO THE CONGRESS. THE REST WERE FROM VARIOUS EXECUTIVE BRANCH
ORGANIZATIONS.
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THE PROPERLY TIMED LEAK -“BEYOND DOUBT IS VERY EFFECTIVE

A LEAK CAN RALLY IMMEDIATE SUPPORT FOR OR OPPOSITION TO A

BUREAUCRATIC OBJECTIVES OR FLOAT A TRIAL BALLOON. IT CAN WIN

FAVOR FOR THE LEAKER. 'THE LEAK, THEREFORE, IS NOT EASILY
- SURRENDERED BY THOSE ‘IN A POSITION TO INFLUENCE POLICY AND

PUBLIC OPINION OR BY THOSE WHO SEEK TO PROMOTE THEMSELVES.

THE ATTRACTION OF ACHIEVING SHORT-TERM PERSONAL OR
BUREAUCRATIC OBJECTIVES PERHAPS BLINDS SOME LEAKERS TO THE
DEBILITATING LONG-TERM CONSEQUENCES OF THEIR ACTS. EVEN WORSE,
THE LEAKER, OUT OF IGNORANCE OR ARROGANCE, MAY NOT KNOW OR CARE
THAT SENSITIVE INTELLIGENCE SOURCES AND METHODS HAVE BEEN
DAMAGED —- SO LONG AS HIS OBJECTIVES ARE ACCOMPLISHED. DESPITE
PROTESTATIONS TO THE CONTRARY, “WASHINGTON SOURCES” SEEM
UNWILLING TO DIVEST THEMSELVES OF THIS EXTRAORDINARILY USEFUL,
EFFECTIVE AND SELF—PROMOTING TOOL.

THE OBVIOUS DISDAIN, EVEN CONTEMPT, SHOWN BY LEAKERS FOR
INTELLIGENCE SOURCES AND METHODS DEMONSTRATES A BREAKDOWN IN
DISCIPLINE IN THE GOVERNMENT. THERE IS NO LAW THAT
SPECIFICALLY MAKES LEAKING A CRIME. THE SOBERING LESSON IS
THAT TOO MANY PEOPLE IN POSITIONS OF TRUST ARE ALL TOO WILLING
TO MISUSE CLASSIFIED INFORMATION, WHILE THE GOVERNMENT IS
UNABLE TO IMPLEMENT ADEQUATE COUNTERMEASURES.
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' PAéT*AﬁMiNISTéATibNé-AND‘%HE'CONGRESS1HAVE>L60K5DWTo THEi,
* INTELLIGENCE -COMMUNITY -TO RESOLVE ‘THE UNAUTHORIZED DISCLOSUREA
“* pROBIEM."*THE TNTELL(GENGE. COMMUNT T HAS ACCEPTED THIS 7
RESPONSIBILITY AND TRIED TO PROVIDE LEADERSHIP, IDEAS, AND
_RESOURCES.. BUT BECAUSE LEAKS HAVE BECOME AN INVALUABLE,
VIRTUALLY RISK-FREE TOOL FOR GOVERNMENT OFFICIALS, IT IS
| UNDERSTANDABLE THAT THE INTELLIGENCE COMMUNITY HAS HAD LITTLE
~ SUCCESS. R |

THE NUMBER OF UNAUTHORIZED DISCLOSURES HAS MARKEDLY
INCREASED IN RECENT YEARS, BU% THE REASONS ‘FOR LEAKS - WHETHER
INTENTIONAL OR INADVERTENT —— ARE THE SAME.

FIRST, SOME SENIOR OFFICIALS IN THE EXECUTIVE BRANCH AND
SOME MEMBERS OF CONGRESS FAIL TO SET A STRONG, CONSISTENT
EXAMPLE FOR SUBORDINATES. THEY ARE QUICK TO DECRY LEAKS THAT
ADVERSELY AFFECT THEM OR POLICIES THEY SUPPORT, BUT THEY ARE
QUIESCENT ABOUT THOSE THAT ARE FAVORABLE OR NEUTRAL. THESE
OFFICIALS RARELY, IF EVER, PUNISH OR REPRIMAND OR EVEN
INVESTIGATE SUBORDINATES FOR LEAKING.

SECOND, INTELLIGENCE CONSUMERS ARE LARGELY UNAWARE OF THE
SERIQUSNESS OF THE DAMAGE DONE TO NATIONAL SECURITY BY
UNAUTHORIZED DISCLOSURES. AS A RESULT, SOME ARE INCLINED TO
VIEW DISCLOSURES OF CLASSIFIED INFORMATION AS A NORMAL AND
EXPECTED PART OF THE PROCESS OF POLICY FORMULATION AND
IMPLEMENTATION.
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THIRD THERE ARE NO- LAWS THAT EFFECTIVELY PENALIZE CLEARED
INDIVIDUALS FOR THE - UNAUTHORIZED DISCLOSURE OF CLASSIFIED
S 'ff INTELLIGENCE. LEAKING IS VIEWED BY MANY AS NORMAL AND USUALLY =
| INCONSEQUENTIAL, AND THE PERCEPTION “IS GROWING THAT NO ONE
PARTICULARLY CARES. THIS UNDERMINES THE MORALE OF THOSE WHO DO -
CARE. . B o

AND FINALLY, THERE ARE NO COMMUNITY-WIDE PROCEDURES TO

COORDINATE AND AUTHORIZE THE DECLASSIFICATION AND RELEASE OF
CLASSIFIED INTELLIGENCE TO THE MEDIA, A PROCESS WHICH PERHAPS
WOULD HELP‘PROTECT SOURCES AND METHODS. DEVELOPMENT OF
EFFECTIVE COORDINATION PROCEDURES WOULD INCREASE AWARENESS OF
THE DISCLOSURES PROBLEM AMONG INTELLIGENCE PRODUCERS AND
CONSUMERS, RECORD AUTHORIZED DISCLOSURES, ELIMINATE FREELANCE
RELEASE OF CLASSIFIED INFORMATION, AND CONVEY TO THE EXECUTIVE

? BRANCH AND CONGRESS THAT THE INTELLIGENCE COMMUNITY IS SERIOQUS
ABOUT DISCLOSURES.

I PERSONALLY BELIEVE THAT NEW LAWS, EVEN IF THEY COULD BE
ENACTED, WOULD NOT STOP LEAKS. THREATS AND EXHORTATION CLEARLY

DO NOT. HOW MANY TIMES OVER THE YEARS HAVE WE ALL SAID, “Boy,

|

|

|

!

‘ WHEN WE CATCH THE GUY THAT DID THIS . . .” THE POLYGRAPH IS NO
MORE LIKELY TO BE USED WIDELY TO PURSUE LEAKERS THAN THE RACK

OR DUNKING.
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NO THE ANSWER IF THERE 1s ONE,,IS THE SLOWER MORE o
LMUNDANE AND FRUSTRATING PROCESS OF AGAIN INSTILLING DISCIPLINE
VNOTTHROUGH EDUCATION AND DEVELOPING BROAD SUPPORT FOR SOME NEW

USEFUL INFORMATION TO THE PUBLIC.

ONE APPROACH WAS OUTLINED BRIEFLY FOLLOWING A RECENT SPEECH
IN ASPEN COLORADO BY DIRECTOR OF CENTRAL INTELLIGENCE WILLIAM
WEBSTER. HE DESCRIBED LEAKS IN WASHINGTON-AS»"AN INDIGENOUS
ART FORM,” AND ADVOCATED A SIMPLE,'STRAIGHTFORWARD APPROACH TO
CREATING A GREATER SENSE OF RESPONSBILITY REGARDING
UNAUTHORIZED DISCLOSURES OF CLASSIFIED INFORMATION.

DIRECTOR WEBSTER PROPOSED THAT THE RESPONSIBILITY FOR
STOPPING UNAUTHORIZED DISCLOSURES BE PLACED ON THE HEADS OF
DEPARTMENTS AND AGENCIES. THESE SENIOR OFFICIALS SHOULD
DEVELOP RULES AND PROCEDURES THAT CAN BE EXAMINED AND MONITORED
TO SEE WHETHER THEY ARE PRODUCING RESULTS. A FEW OFFICIALS IN
EACH ORGANIZATION WOULD BE AUTHORIZED TO DISCUSS NATIONAL
SECURITY INFORMATION ON THE RECORD WITH THE MEDIA OR THE
PUBLIC. THESE FEW WOULD HAVE THE AUTHORITY TO DECLASSIFY.

UNDER THE DCI'S PROPQOSAL, ANY REVELATION TO THE MEDIA OF
CLASSIFIED INFORMATION BY AUTHORIZED OFFICIALS WOULD BE ENTERED
IN A PERMANENT OFFICIAL RECORD. THE RECORD WOULD SPECIFY WHO
RECEIVED THE INFORMATION, THE SPECIFIC CLASSIFIED DATA

7
Declassified in Part - Sanitized Copy Approved for Release 2012/06/04 : CIA-RDP99-00777R000302610001-2

' PROCESS “THAT FOSTERS DISCIPLINE. WHILE OEFERING A WAV TO GET S



: - 01-2
- Decféssified in Part - Sanitized Copy Approved for Release ,2012/96}(04 : CIA-.RDP99‘00777R000SO?O100

.fAIDISCUSSED AND THE REASON FOR TALKING ABOUT IT. THE RECORD

“-”"V_,"'wouw BE KEPT IN AN OFFICIAL HARD COPY OR COMPUTERIZED FILE.

DECLASSIFICATION EXISTED, ANY UNAUTHORIZED PERSON FOUND TO HAVE
REVEALED THE CLASSIFIED INFORMATION WOULD BE HELD RESPONSIBLE
AFOR NOT HAVING FOLLOWED THE REQUIRED PROCEDURE WOULD HAVE NO

“EXCUSE FOR HIS OR HER ACTION AND WOULD FACE DISCIPLINARY |
ACTION, UP T0 AND INCLUDING DISMISSAL “THE DCI COMMENTED THAT
SUCH AN APPROACH WOULD BE A GIANT STEP FORWARD IN SENSITIZING
TOP OFFICIALS T0 THEIR RESPONSIBILITIES

THE DCI'S INFORMAL DISCUSSION OF AN APPROACH FOR DEALING
WITH THE PROBLEM OF LEAKS DID NOT, OF COURSE, COVER EVERY
ASPECT OF HOW IT WOULD BE APPLIED. IN GENERAL, THOSE SEEKING
TO RELEASE CLASSIFIED INTELLIGENCE INFORMATION WOULD HAVE TO
OBTAIN AUTHORIZATION TO DECLASSIFY AND RELEASE IT. SUCH
AUTHORITY CAN BE OBTAINED ONLY FROM THOSE FEW AGENCIES THAT
COLLECT OR PRODUCE INTELLIGENCE. THIS PROCESS COULD BE
FACILITATED BY ESTABLISHING A CENTRAL “CLEARING HOUSE” T0
EXPEDITE AND COORDINATE THE DECLASSIFICATION AND RELEASE OfF
INTELLIGENCE INFORMATION TO THE MEDIA WHENEVER IT COULD BE DONE
WITHOUT JEOPARDIZING SOURCES, METHODS, AND ANALYSIS.

THIS APPROACH WOULD HAVE THE PRACTICAL ADVANTAGES OF
IDENTIFYING THOSE WHO ARE AUTHORIZED TO TAKE SUCH ACTIONS,

8
: 01-2
Declassified in Part - Sanitized Copy Approved for Release 2012/06/04 : CIA-RDP99-00777R0003026100



N »Dt‘aclvéssified in Part - Sanitized Copy Approved for Release 2012/06/04 : CIA-RDP99-00777R000302610001-2

P
i

| _RMATION-TO»THE_MEDIAfwaHoUT‘FutpiLLiNé'fgg;

THIS wouLp CLEAR THE WAY FOR

WHETHER THIS OR ANOTHER APPROA

CH IS ULTIM
IS ONE STEP WE MUST TakE: ATELY TRIED, There

W
E MUST LET THE AMERICAN PEOPLE KNOW
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